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Core

Next-gen AV and threat surface
reduction

What you get:
v"Incident response
v Next-gen AV

v' Device control
v

Block unwanted
applications

AN

Vulnerability Assessment

Optional add-ons
v Core for Servers
v" Mobile Security
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Advanced

Everything in Core plus expanded

threat surface protection

What you get:

v"  Incident response
v Next-gen AV

v' Device control
v

Block unwanted
applications

AN

Vulnerability Assessment
Ransomware Rollback

v' Endpoint Detection &
Response

v' Patch Management
v' Managed Threat Hunting

Optional add-ons
v' Advanced for Servers
v" Mobile Security

Elite

Everything in Advanced plus fully

managed detection & response

What you get:

v' Incident response
v Next-gen AV

v" Device control
v

Block unwanted
applications

<\

Vulnerability Assessment
Ransomware Rollback

v" Endpoint Detection &
Response

v/ Patch Management

<\

Managed Threat Hunting

v" Managed Detection &
Response

Optional add-ons
v’ Elite for Servers
v" Mobile Security

ThreatDown Bundles: Security Made Easy

Ultimate

Everything in Elite plus protection
against malicious website

What you get:
v"Incident response
v Next-gen AV

v' Device control
v

Block unwanted
applications

<

Vulnerability Assessment
Ransomware Rollback

v" Endpoint Detection &
Response

v/ Patch Management
v' Managed Threat Hunting

v Managed Detection &
Response

v' Website Content Filtering

Optional add-ons
v Ultimate for Servers
v" Mobile Security



Technology Highlights

EDR MDR

Endpoint Detection and Response Managed Detection and Response
Includes: Includes:

B Next-Gen AV
(Endpoint Protection) . . . . . EDR

B Adv. Threat Protection

m Response & Recovery m 24X7x365 Live Threat Monitoring &
Investigation

Remediation -
B Expert Response & Remediation

B Ransomware Rollback

B Security Advisor

DNS Web Mobile

Blocking Security




Layers of Protection

Post-execution

Pre-execution

Pre-delivery

Linking Engine Remediation

Ransomware Rollback

Endpoint Isolation

Suspicious Activity Monitoring (Flight Recorder)

Ransomware Mitigation

Anomaly Detection Machine Learning

Payload Analysis

Exploit Mitigation

Application Behavior

Application Hardening
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MALWAREBYTES MDR vs MTH DELIVERY FLOW
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© Alert € Notification

EDR detects threats through

EDR alerts enriched with additional Notification of priority, known
telemetry data and generates alert threat intelligence via SOAR platform malicious 10Cs with remediation
integration guidance
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O Remediation €© Triage & Analysis
Case closed on remediated threat MDR Analysts perform the remediation Enriched alerts triaged and analyzed
and tracked for compliance reporting OR deliver actionable guidance to by MDR Analysts

customer security team

CONFIDENTIAL
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